Gain Visibility, Control and Validation
for Your Internal Network

Even in today's highly sophisticated corporate networks,
IT Administrators, ClOs and CISOs often have limited or
no real-time visibility to what is installed and running on
their network endpoints and servers. Without visibility,
policies are breached, compliance fails and security is
compromised, resulting in loss of productivity, business
continuity and ultimately lost revenue.

Promisec Spectator® offers the first clientless endpoint
management solution to address a broad scope of
internal threats with no invasive client software
installation.

Endpoint Visibility:

See What You’ve Been Missing

With Promisec Spectator, unauthorized user activity,
technical errors during installations, disabled software
clients and other hidden issues are quickly identified and
resolved. Spectator is designed to provide you with a
complete and accurate picture of your organization's
infrastructure and its entire endpoint landscape.

Control & Optimize Your Laptops,
Desktops and Servers

Promisec Spectator complements your existing security
and IT controls, functioning as an umbrella over your
infrastructure, proactively identifying risks 24/7 to your
business that previously were difficult or impossible to
view. Without false positives and installing an agent on
your endpoints, Spectator has the ability to ensure:

» Anti-virus is working properly throughout your entire
infrastructure

» Patch Management is performing well and is reaching
all endpoints

» Encryption agents are installed and running in the
right places

» Group Policy (GPO) definitions are aligned with your
expectations
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» Inventory and package solutions are deployed and
doing their jobs properly

» Any other 3rd party solution you might have in your
infrastructure is operational

Rapid Deployment Plus Real-Time
Monitoring and Alerting

With Promisec Spectator, installation is quick, monitoring
begins immediately, and initial reports are provided within
hours of installation. Using "Sentries" that act as local
management stations, Spectator monitors an unlimited
number of remote sites. Monitoring and alerting criteria
and corporate baselines are defined by you at a central
management server. Endpoint status reports are
delivered in minutes, and remediation is executed
remotely and often, automatically. With Spectator, your
globally distributed offices suddenly don't seem so far
away.

"Promisec Spectator gives
us comprehensive
visibility into endpoint
activity and greater
control over our network.
Its clientless approach
makes deployment quick
and easy."

Derek Farlow,
ICT Security Manager,
King's College Hospital



You Define Policies. We Ensure Compliance.

When deviations from your defined policies are identified,
Spectator provides multiple options: notification, reporting,
automatic and/or manual “right click” remediation based
on your defined business needs. Our remediation
capabilities increase ROI by proactively resolving many
common issues before they are a problem, eliminating the
need for Help Desk and technical staff to physically
facilitate remediation requirements.

Addressing the Full Spectrum of Inter nal
Threats

Promisec Spectator addresses a broad scope of internal
threats including:

» Disabled security clients

» Unauthorized applications, misconfigured services,
unwanted processes

» Unauthorized mobile storage & other potentially
dangerous devices

» Unauthorized connectivity to the Internet
» SW compliance issues

» Deviation from regulations

» Suspicious start-up commands

» Changes to the normal authorized operation of PCs
and servers

About Promisec®

Main Features & Benefits

» Secure tactical endpoint management application
» Comprehensive visibility and control

» Corporate & regulatory compliance enforcement
» Deployment in minutes

» Fast Inspections: 4-8 seconds/PC

» Monitoring & Remediation

» User-defined customization

» Simple integration with existing systems

» Multiple, simultaneous inspections

» Fast ROI

Spectator — A Better Choice

Spectator is simply faster, more accurate and gives you
greater visibility and more reliable access to your entire
internal network than any client-based solution with no
burden on network resources. Promisec Spectator is truly
clientless, with no ActiveX control or any other type of
dissolvable agent vulnerable to violations/threats by benign
users or hackers.

If you can manage your inter nal network without a client,
why waste the significant time, energy and money it takes
with a client?

Promisec, Inc. provides clientless endpoint management (CEM) softwar e solutions that give corporate IT administrators unpr ecedented
visibility, speed and control over internal network endpoints, in-depth real-time intelligence to identify threats, and the tools to neutralize
them. The company's products, Promisec Spectator® and Promisec Spectator™, are used by a wide range of SMBs and Global 2000
organizations. With 24/7 or on-demand clientless monitoring, compliance and r emediation, Promisec protects against business
disruption caused by internal network threats while optimizing IT operations and enabling organizations to confidently place tr ust in their
most important assets - their people. Founded in 2004, Pr omisec's headquarters are located in Israel with offices in New York and Paris.
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