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Executive Summary 

Imagine if you could monitor all of your endpoints 24/7 and instantly know 
about any potential threat or non-compliance issue. You could view in-depth 
and accurate data about the event, analyze it and remediate it without the 
user ever knowing. 

The solution would deploy in minutes and provide unprecedented control 
with no impact on the network. And, it could never be disabled or tampered 
with by users. 

Hundreds of companies and organizations have transformed their IT security 
management capabilities. Hundreds of CISOs have eliminated serious 
threats to their corporate network infrastructures and increased productivity. 

Protecting Investments in Endpoint Security 

There is a growing need for reliable endpoint validation. Threats continue to 
increase and network infrastructures become more sophisticated and 
complex. Organizations need to know that their security investments are 
doing the job they were designed to do.  

Today, wireless and mobile storage devices, popular P2P programs and 
social media sites have become fixtures at the office. But they have created 
easy targets for attackers. Hackers have funneled millions from corporate 
bank accounts, stolen sensitive consumer data and sold company secrets to 
competitors.  

The response has been increased corporate vigilance. Companies invest 
millions in the latest enterprise security products. The IT security market has 
seen dramatic growth. But are popular endpoint security products getting the 
job done? How well are the investments being protected?  

Most organizations lack the visibility they need to protect their investments. 
They rely on a partial view that misses hidden threats or problems with AV or 
other security agents. 
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It takes years to nurture a solid trust among customers, partners and the 
general public. Effective technology is essential to securing that trust. IT 
security managers need powerful management capabilities and the visibility 
to see the whole picture. 

Promisec CEM Technology 

Promisec Clientless Endpoint Management (CEM) gives organizations a 
comprehensive view of all corporate endpoints. In minutes, Promisec CEM 
can be installed on any PC or laptop, enabling unprecedented control from 
a single management console. IT security managers can continuously 
monitor and validate (in real-time) the network’s operational status with no 
client-side software installed at user workstations. Because Promisec is 
clientless, the solution provides the most accurate and reliable data in the 
industry. 

Security at the Endpoint Level 

Promisec focuses on the endpoint level, eliminating the problem of non-
compliancy. The solution provides fast in-depth inspection reports along 
with remediation tools to stop unknown threats. Promisec’s reports identify 
a whole range of risks that can expose the network to attack: missing 
agents, file sharing, USB devices, dual connectivity, and more. Promisec 
then stops unauthorized processes and services and reverses any 
unauthorized changes to the registry, giving a CISO time to properly 
address a security breach. 

Agent-based security management solutions cannot ensure comprehensive 
visibility. These solutions are inherently vulnerable to tampering and need 
periodic updates that are prone to error and neglect. They also place a 
heavy burden on network resources. 

Promisec’s lightweight clientless architecture cannot be disabled or 
tampered with by users and does not require updates at the endpoints. 

Managing 3rd Party Security Agents 

Promisec compliments and safeguards investments in 3rd party security 
agents and leverages existing resources to optimize the network. If one anti
-virus, anti-spyware or firewall agent in a network of tens of thousands of 
endpoints is not updated or uninstalled, an immediate alert is sent and the 
problem can be addressed. This happens without disrupting the user or the 
user interfering with the fix. 

IT Infrastructure Optimization 

Promisec optimizes the network, validating up-to-date versions of corporate 
approved applications. Promisec defines the correct version’s registry value 
and inspects for that value. The entire process is automated and fast, 
alleviating yet another administrative task. 

Promisec compliments 
and safeguards 
investments in 3rd party 
security agents and 
leverages existing re-
sources to optimize the 
network. 
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Promisec Study Uncovers Threats 
Missed at the Gateway 

A 2009 Promisec study of 100,000 
endpoints across 25 organizations of 
various sizes in a variety of industries 
found that: 

 100% of organizations have 

security and compliance threats in 

10-30% of the endpoints 

 Increase in all types of threats from 

previous year 

 23% of endpoints were missing 

third-party agents 

 20% of endpoints had unauthorized 

peer-to-peer applications 

 15% of endpoints did not have the 

latest Microsoft service packs or 

hotfixes 

 Dual connectivity, hacking software 

and unmanaged workstations were 

found in 2-3% of endpoints. These 

are serious threats, despite the low 

numbers 

 Total USB device use went up 

dramatically, unauthorized USB or 

PDA use at 13% 
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Visibility 

Despite the increasing complexities of IT, total transparency is attainable. 
However, the difficulties of managing and securing vast global networks 
leave many organizations with only limited visibility, missing critical issues.  

Typically, to get a complete picture, the CIO or CISO must submit requests 
to people operating separate security mechanisms inside their respective 
divisions. Unfortunately, the data returned is usually incomplete, outdated 
or inaccurate. In short, the process is complicated and time consuming.  

Promisec erases this process. An IT security manager can get the picture 
he/she needs on all endpoints in minutes. Promisec delivers critical 
information about all endpoint (and server) activity with no need for staff in 
remote locations. With comprehensive visibility, Promisec monitors and 
inspects every last endpoint (whether in Beijing, London or New York). The 
internal network is scanned continuously in less than six seconds per 
endpoint. Reports are delivered that are accurate and easy to understand. 

The report provides complete real-time intelligence on all endpoint activity 
and any missing or non-operational component. Historical information is 
included about the use of unauthorized applications or devices, even when 
a PC was not attached to the network.  

Endpoint Validation 

Endpoint security tools must do their jobs. Security investments must be 
protected and company assets properly safeguarded. To ensure that these 
basic needs are met, IT security managers must consider three simple 
questions: 

 Are all security tools fully deployed and can this be accurately 

verified? 

 What percentage of the network is actually using the security 

tools? 

 Are corporate compliance and government regulations being 

followed? 

A 2009 Promisec study of 100,000 endpoints across 25 organizations of 
various sizes in a variety of industries found that: 

 100% of organizations have security and compliance threats in 

10-30% of the endpoints 

 Increase in all types of threats from previous year 

 23% of endpoints were missing third-party agents 

 20% of endpoints had unauthorized peer-to-peer applications 

 15% of endpoints did not have the latest Microsoft service 

packs or hotfixes 
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 Dual connectivity, hacking software and unmanaged 

workstations were found in 2-3% of endpoints. These are 

serious threats, despite the low numbers 

 Total USB device use went up dramatically, but unauthorized 

USB or PDA use was at 13% 

Companies can no longer manage internal security risks and compliance 
issues using heavy and intrusive legacy tools. Point based security and 
agent-based management solutions cannot sufficiently address the 
numerous and complex demands organizations of all sizes face today.  

With efficient technology and the proper auditing controls in place, 
organizations can meet these demands. In an optimized environment IT 
becomes a profit enabler rather than a corporate burden. Promisec's 
clientless solutions facilitate that environment with round-the-clock 
validation of all endpoints.  Promisec increases productivity, ensures 
corporate and regulatory compliance and maintains business continuity. 

Validating 3rd Party Security Agents and Maintaining Compliance 

Promisec provides a complete picture of its existing endpoint security 
posture. With pinpoint accuracy, Promisec can verify that all AVs, firewalls, 
anti-spyware, and other endpoint security components are deployed, 
functioning and compliant. 

Many organizations do not recognize a threat until an attack occurs. Even 
one missing AV can expose the entire network. Promisec's clientless 
validation gives IT security managers a preventative tool to ensure that 
what should be working is working.  

Core Benefits of Promisec Clientless Validation: 

Comprehensive Endpoint Validation and Auditing 

 Endpoint and server protection from architectural limitations in 

security tools  

 Hackers trying to exploit those limitations 

 Threats caused by user misconduct that violates compliance 

policies 

Optimization for Network Efficiency and Increased Productivity 

 Streamlining of IT security  

 Dramatic increase in network performance  

 Saving valuable time and money  

In an optimized environ-
ment IT becomes a profit 
enabler rather than a 
corporate burden. 

Promisec's clientless 
solutions facilitate that 
environment with 
round-the-clock valida-
tion of all endpoints. 
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Protecting Business Assets All the Time 

 Validation of endpoint changes anytime, not just during 

standard maintenance periods (12am–3am) when many 

company endpoints are offline 

 Continuous and automatic inspections and validation that 

prevent growing threats to critical infrastructure 

 Real-time audits exposing threats while enforcing compliance 

and regulations 

Clientless Remediation 

Without endpoint management, remediation can be resource intensive, 
often requiring time consuming physical intervention to fix problems. Client-
based endpoint management products let you configure automated policies 
for remediation from a central management console. But, these solutions 
are prone to inadvertent agent tampering, technical errors at the endpoint 
level and hacking.   

Promisec erases these problems. With no client software installed on the 
endpoints, Promisec remediates efficiently without any risk of user 
tampering or hacking.  

Promisec offers two options for remediation: automatic and remote (on-
demand) remediation. IT security managers can “set and forget” or 
individually asses a problem before fixing it. Either way, there is never any 
need for physical intervention between the Network Operations Center 
(NOC) and the endpoints. 

Promisec’s lightweight clientless architecture increases productivity by 
enabling the fastest most reliable remediation on the market.   

Automatic Remediation 

Promisec's automatic remediation is implemented according to an 
administrator's preset configurations prior to running an inspection. The 
administrator can configure actions to deal with specific events. Once these 
configurations are pre-set, no further action is required to remediate threats.  

Remote “Right-Click” Remediation 

Promisec’s right-click remediation allows security administrators to see and 
assess a problem before making remote changes. A problem can then be 
remediated with a simple right-click on a report. 

Promisec Clientless Remediation capabilities include: 

 Deploying missing agents 

IT security managers 
can “set and forget” or 
individually asses a 
problem before fixing it. 

Either way, there is 
never any need for 
physical intervention 
between the Network 
Operations Center 
(NOC) and the end-
points. 
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 Uninstalling applications 

 Re-enabling “stopped” essential services 

 Disabling unauthorized services 

 Maintaining and enforcing power management settings 

 Eliminating known harmful or resource depleting processes 

 Resetting tampered with registry settings 

 Hardening registry settings so that any change is automatically 

reversed 

 Blocking specific peripheral devices e.g. removable media 

 Removing new unknown processes and unwanted start-up 

commands 

 Closing unauthorized shared folders 

Three-Pronged Approach to Monitoring and Remediation 

White List Monitors, Black List, User-Defined Module 

Promisec CEM is a powerful auditing tool with a comprehensive approach 
to monitoring and remediation. Fast inspections are performed based on an 
organization’s specific corporate baseline requirements. With white list 
monitors, an exhaustive black list of threats, and a flexible user-defined 
module, Promisec inspections miss nothing.   

 White list monitors: Baseline list of approved applications, 

services, processes, and startup commands from an approved 

image. Promisec white list monitors identify any new 

component introduced to the network or any deviation from 

approved and configured policies. 

 Black list: Exhaustive database of threats updated monthly by 

Promisec with the latest risks. Promisec sends alerts (24/7) 

about who (inside the network) is using P2P applications like 

Kazaa, Edonkey, Bittorent, Limewire, etc., as well as remote 

PC applications such as LogMein, GoToMyPC, Teamviewer, 

and more. Other security risks include open file shares, dual 

connectivity, USB storage, synchronization devices (IPAQ, 

Palm, etc.), unauthorized video or music files, and unauthorized 

local administrative access. 
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Promisec, Inc. provides clientless endpoint management (CEM) software solutions that give corporate IT administrators un-

precedented visibility, speed and control over internal network endpoints, in-depth real-time intelligence to identify threats, and 

the tools to neutralize them. The company's products, Promisec Spectator® and Promisec INNERspaceTM, are used by a wide 

range of SMBs and Global 2000 organizations. With 24/7 or on-demand clientless monitoring, compliance and remediation, 

Promisec protects against business disruption caused by internal network threats while optimizing IT operations and enabling 

organizations to confidently place trust in their most important assets - their people. Founded in 2004, Promisec's headquarters 

are located in Israel with offices in New York and Paris. 

About Promisec®
 

For More Information  

USA 

Promisec USA 

Promisec   

55 Broad Street, Suite 20C 

New York, NY  10004 

Tel: +1 (212)  743-9916 

Fax: +1 (212) 889-3213 
 

Email: sales@promisec.com 
Internet: www.promisec.com 

Copyright®  Promisec 2009. All Rights Reserved. 
All technical specifications are subject to change.  

2009 Red Herring 100 Award Winner 

honoring Promisec as “one of the top 

100 most promising tech companies.” 
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Conclusion 

Point-based perimeter security alone no longer protects the corporate net-
work. The evolution of endpoint activity and the sophistication of today’s 
threats have given rise to the need for comprehensive endpoint manage-
ment. Vendors have responded. But, traditional agent-based models are 
inherently vulnerable to the same risks as the clients they manage.   

Clientless Endpoint Management (CEM) technology erases this risk and 
provides organizations with unprecedented control and visibility. Promisec 
sees everything - down to the last endpoint – that is happening inside the 
network. Audit reports are delivered with a level of accuracy and speed that 
agent-based products simply cannot attain.   

Promisec CEM has made security management and optimization simple 
and cost effective. As threats to the corporate network environment have 
grown, Promisec has empowered IT security managers with the most reli-
able and cost effective solution on the market.  

 User-defined module (customized search criteria): Tailored inspec-

tions for the absence or presence of specific services, applications, 

processes, registry settings, files, hotfixes, Microsoft hotfixes (i.e. 

Security patch Q76572) based on the host’s OS version. 


	Executive Summary

	Protecting Investments in Endpoint Security

	Promisec CEM Technology

	Security at the Endpoint Level

	Managing 3rd Party Security Agents

	IT Infrastructure Optimization

	Visibility

	Endpoint Validation

	Validating 3rd Party Security Agents and Maintaining Compliance

	Core Benefits of Promisec Clientless Validation:

	Comprehensive Endpoint Validation and Auditing

	Optimization for Network Efficiency and Increased Productivity

	Protecting Business Assets All the Time

	Clientless Remediation

	Automatic Remediation

	Remote “Right-Click” Remediation

	Promisec Clientless Remediation capabilities include:

	Three-Pronged Approach to Monitoring and Remediation

	White List Monitors, Black List, User-Defined Module

	Conclusion



<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



